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DATA PRIVACY & GOVERNANCE HUB

TN Medical Center Breach Exposes
Sensitive Patient Data
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Key Takeaways

e The Cookeville Regional Medical Center experienced a ransomware attack that exposed

the personal, financial, and medical information of more than 337,000 patients.

e The breach notification to affected individuals came nine months after the initial

detection.

e Ransomware incidents targeting medical centers have become a popular extortion

method, exposing vulnerabilities in critical infrastructure.

e Existing regulations lack requirements for expedited breach investigations, leaving

patients vulnerable during those months of disclosure delays.
What Happened

Tennessee’s Cookeville Regional Medical Center (CRMC) was targeted by a ransomware attack
in July 2025, which compromised the personal and medical data of more than 337,000
patients. The facility began mailing letters to patients notifying them of the breach on April

14th of this year, approximately nine months after the initial intrusion was detected.

The group that claimed responsibility for the attack, Rhysida, is a ransomware-as-a-service
operation linked to Russia. It demanded a ransom of roughly $1.15 million in bitcoin and
posted the sample files on its dark web site, threatening to sell all other data if it didn’t receive

the money.

Privacy and Governance Concerns
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CRMC reported the incident to the U.S. Department of Health and Human Services (HHS) Office
for Civil Rights in August of 2025 using a placeholder figure of just 500 affected individuals.
However, as CRMC concluded its investigation in March of 2026, it reported that about 500GB

of data was stolen from 337,917 individuals.

The exposed personal data varies by individual but may include names, addresses, dates of
birth, Social Security numbers, financial details, medical or insurance information, and driver’s
license numbers. CRMC stated that no misuse of the data has been confirmed by their

investigation, but is offering free identity theft protection to affected individuals.

The risk of abuse is significant in this case, as in any other hospital ransomware incident, given
the massive amounts of personal data being used in extortion efforts. The considerable time it
can take organizations to investigate these breaches contributes to the difficulty both

organizations and patients face in obtaining clear confirmation of the attack.

Critical cyber incidents targeting U.S. medical centers are an increasingly popular extortion
tactic used by illicit actors, with kinetic effects such as prolonged downtime, canceled

appointments, and patient diversions.
Why It Matters / Policy Considerations

Critical infrastructure targets, such as regional medical centers like CRMC, are often seen as
“soft” targets by ransomware groups, who exploit the urgency of medical operations to

demand rapid extortion payments.

Current safeguards, such as HIPAA's Breach Notification Rule, require healthcare entities to

report a data breach within 60 days of discovery. Although this requirement incentivizes timely
reporting, it does not address the months-long investigation periods that can delay patient
notification or encourage more proactive measures to prevent security breaches in the first

place.

Regulatory requirements that establish shorter investigative timelines and enforce expedited

breach notification could enhance both transparency and data protection for affected patients.
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